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Abstract

This work is aimed at the detection of adult images appear
in Internet. Skin detection is of the paramount importance
in the detection of adult images. In our previous work [1],
we built a maximum entropy model for skin detection. The
output of skin detection is a grayscale skin map with the
gray level indicating the belief of skin. Two fit ellipses are
then calculated from the skin map—the Global Fit Ellipse
and the Local Fit Ellipse. We then calculate several sim-
ple features from the skin map and fit ellipses. A multi-
layer perceptron classifier with backpropagation is trained
for these features. We have done plenty of experiments.
The Receiver Operating Characteristics (ROC) curve cal-
culated from a large test set of images shows stimulating
performance for such simple features. The elapsed time is
about 1 second for a 256 x 256 image. Compared with [2],
which takes about 6 minutes on a workstation for the fig-
ure grouper in their algorithm to process a suspect image
passed by the skin filter, our algorithm is more practical.
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1 Introduction

Images are an essential part of today’s World Wide Web.
The statistics of more than 4 million HTML webpages re-
veal that 70.1% of webpages contain images and that on av-
erage there are about 18.8 images per HTML webpage[3].
On the other hand, images are also contributing to harmful
(e.g. pornographic) or even illegal (e.g. paedophilic) Inter-
net content. So effective filtering of images is important in
an Internet filtering solution.

To block adult content some representative companies as

Net Nanny and SurfWatch operate by maintaining lists of
URL’s and newsgroups and require constant manual up-
dating. Abundant literature is available, but the Internet is
very rapidly evolving, not only quantitatively. Each day, 3
million pages are appearing on the Web. Detection based
on image content analysis has the advantage to process
equally all the images without the need for frequent up-
dating, so will produce more effective filtering.

By taking advantage of the fact that there is a strong corre-
lation between images with large patches of skin and adult
images we have to develop a skin detector. Skin color of-
fers an effective and efficient way to detect the adult image
content. There is already some work on this track.

The WIPE [4] system developed by Wang, Li, Wiederhold
and Firschein uses a manually-specified color histogram
model as a prefilter in an analysis pipeline. Input images
whose average probability of skin is low are accepted as
non-offensive. Images that contain considerable skin pass
on to a final stage of analysis where they are classified us-
ing wavelet features. The algorithm uses a combination
of Daubechies wavelets, normalized central moments, and
color histograms to provide semantically-meaningful fea-
ture vector matching.

Forysth’s [2] research group has designed and imple-
mented an algorithm to screen images of naked people.
Their algorithms involve a skin filter and human figure
grouper. The skin color model used by Fleck, Forsyth and
Bregler consists of a manually specified region in a log-
opponent color space. Detected regions of skin pixels form
the input to a geometric filter based on skeletal structure.
As indicated in their paper, 52.2% sensitivity and 96.6%
specificity have been obtained for a test set of 138 images
with naked people and 1401 assorted benign images. How-
ever, it takes about 6 minutes on a workstation for the fig-



ure grouper in their algorithm to process a suspect image
passed by the skin filter. Most of the people in the im-
ages used in the experimental protocol are Caucasians and
a small number of images are Blacks or Asians.

Jones and Rehg [5] propose techniques for skin color de-
tection by estimating the distribution of skin and non-skin
color in the color space using labeled training data. To de-
tect adult images, some simple features are extracted. The
discrimination performance based solely on skin is rather
good for such simple features.

Bosson et al. [6] propose a pornography detection sys-
tem which is integrated in a commercial system. This sys-
tem is also based on skin detection. They compared the
generalised linear model, the k-nearest neighbor classifier,
the multi-layer perception (MLP) classifier and the support
vector machine and found that the MLP gives the best clas-
sification performance.

Our approach is as follows. The first main step is skin de-
tection. We build a model with Maximum Entropy Mod-
eling (MaxEnt) for the skin distribution. This model im-
poses constraints on color gradients of neighboring pix-
els. Parameter estimation as well as optimization cannot
be tackled without approximations. With Bethe tree ap-
proximation parameter estimation is eradicated and the Be-
lief Propagation (BP) algorithm permits to obtain exact and
fast solution for skin probabilities at pixel locations. This
model is referred to as TFOM for Tree First Order Model.
The output of skin detection is a grayscale skin map with
the gray levels being proportional to the skin probabilities.
The second main step is pattern recognition. Two fit el-
lipses are calculated from the skin map—the Global Fit EI-
lipse and the Local Fit Ellipse. We calculate several simple
features from the skin map and fit ellipses which form a
pattern. A MLP classifier is trained on 5, 084 patterns from
the training set. In the test phase, the MLP classifier takes
a quick decision on the input pattern in one pass.

The rest of this paper is organized as follows: in section 2
we present the skin detection module. Section 3 is devoted
to feature extraction and pattern recognition. In section 4,
some experimental results are presented. Section 5 con-
cludes this paper.

2 Skin detection

MaxEnt is a method for inferring models from a data set.
See [7] for the underlying philosophy. It works as follows:
(1) choose relevant features (2) compute their histograms
on the training set (3) write down the maximum entropy
model within the ones that have the feature histograms as
observed on the training set (4) estimate the parameters of
the model (5) use the model for classification. This plan
has been successfully completed for several tasks related
to speech recognition and language processing. See for ex-
ample [8] and the references therein. In these applications
the underlying graph of the model is a line graph or even
a tree but in all cases it has no loops. When working with
images, the graph is the pixel lattice. It has indeed many

loops. A breakthrough appeared with the work in [9] on
texture simulation where (1)-(4) were performed for im-
ages and (5) replaced by simulation.

In the paper [1] we adapt this methodology to skin detec-
tion as follows: in (1) we specialize in colors for two adja-
cent pixels given “skinness”. We choose RGB color space
in our approach. In practice we know from [5][6] that the
choice of color space is not critical given a histogram-based
representation of the color distribution and enough training
data. In (2) we compute the histogram of these features in
the Compag manually segmented database. Models for (3)
are then easily obtained. In (4) we use the Bethe tree ap-
proximation, see [10]. It consists in approximating locally
the pixel lattice by a tree. The parameters of the MaxEnt
models are then expressed analytically as functions of the
histograms of the features. This is a particularity of our
features. In (5) we pursue the approximation in (4): we use
the BP algorithm, see [11], which is exact in tree graph but
only approximative in loopy graphs. Vezhnevets et al. [12]
recently compared some most widely used skin detection
techniques and conclude that the proposed MaxEnt model
gives the best performance in terms of pixel classification
rates. The output of skin detection is a grayscale skin map
with the gray levels being proportional to the skin proba-
bilities. We show the output of the skin detection in Fig. 1,
where on the left is the original color image, on the right
the corresponding skin map.
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Figure 1 — Left: original color image. Right: the corre-
sponding skin map.

3 Adult image detection
3.1 Featureextraction

There are propositions for high-level features based on
grouping of skin regions[2] that might distinguish adult im-
ages from those not, but here we have a requirement to
process the images speedily so, along with [5][4], we are
interested to try simpler features.

We first binarize the skin map by simple thresholding. We
then implement morphological open/close operations to re-
move noise and connect broken regions. Small skin regions
are considered insignificant and discarded. Many of our
features are based on the fit ellipses[13] calculated on the
skin map, since they could meet our requirement for sim-



plicity and capture some important shape information. We
observed from experiments that for approaches based on
skin detection, portraits have a tendence to be detected as
adult images since generally portraits expose plenty of skin
as adult ones. The fit ellipses will hopefully at least help
discriminate portraits from adult images. We will calculate
two fit ellispes for each skin map—the Global Fit Ellipse
(GFE) and the Local Fit Ellipse (LFE). The GFE is com-
puted on the whole skin map, while the LFE only on the
largest skin region in the skin map.

We extract 9 features from the skin map and fit ellipses.
The first 3 are global: (1) average skin probability of the
whole image, (2) average skin probability inside the GFE
and (3) number of skin regions in the image. The other 6
features computed on the largest skin region of the input
image are (1) distance from the centroid of the largest skin
region to the center of the image, (2) angle of the major axis
of the LFE from the horizontal axis, (3) ratio of the minor
axis to the major axis of the LFE, (4) ratio of the area of the
LFE to that of the image, (5) average skin probability inside
the LFE, (6) average skin probability outside the LFE. No
effort was done to find the correlation between features.

3.2 Pattern recognition

The feature extraction steps described in the previous sub-
section produce a feature vector for each image. The task is
then to find the decision rule on this feature vector that op-
timally separates adult images from those not. Evidence
from [6] shows that the MLP classifier offers a statisti-
cally significant performance over several other approaches
such as the generalized linear model, the k-nearest neigh-
bor classifier and the support vector machine.

Our MLP classifier is a semilinear feedforward net with
one hidden layer as in [14]. This net outputs a number be-
tween 0 and 1, with 1 for adult image and 0 not. The learn-
ing procedure starts off with a random set of weight values.
For each training pattern p, the net evaluates the output o,
in a feedforward manner. To decrease the error between
the output o, and the true target ¢,, the net calculates the
corrections of the weight values using the backpropagation
procedure. This procedure is repeated for all the patterns
in the training set to yield the resulting corrections for all
the weights for that one iteration. In a successful learning
exercise, the system error will decrease with the number of
iterations, and the procedure will converge to a stable set
of weights, which will exhibit only small fluctuations in
value as further learning is attempted. In the test phase, for
each test pattern, the net calculates the output in one pass.
We then set a threshold 7', 0 < T < 1, to get the binary
decision.

4 Experiments

All experiments are made using the following protocol.
The database contains 10, 168 photographs, which are im-
ported from the Compaq database and the Poesia database.
It is split into two equal parts randomly, with 1,297 adult

photographs and 3,787 other photographs in each part.
One part is used as the training set while the other one,
the test set is left aside for the ROC curve computation.
The is calculated by varying the threshold 7. Figure 2
shows the resulting ROC curve. The elapsed time is
about 1.51 x 10~®second/pixel, i.e., about 1 second for a
256 x 256 image. Compared with [2], which takes about
6 minutes on a workstation for the figure grouper in their
algorithm to process a suspect image passed by the skin
filter, our algorithm is more practical.
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Figure 2 — ROC curve of the TFOM-MLP adult image de-
tection.

There are some false alarms worth a look as shown in
Fig. 3. The toy dog is detected adult since it takes a skin-
like color and the average skin probabilities inside the GFE
and the LFE are very high. The portrait is declared adult
since it exposes a lot of skin and even the hair and the
clothes take skin-like colors. We believe skin detection
based solely on color information of one image cannot do
much more, so maybe some other sorts of information is
needed to improve the adult image detection performance.
For example, some kind of face detector could be imple-
mented to improve the results. Moreover, adult images in
webpages tend to appear together, and are surrounded by
text, which could be an important clue for the adult content
detector.

5 Summary and conclusions

This work is aimed at filtering adult images appear in Inter-
net. The first step of our approach is skin detection. Max-
imum entropy modeling is used to model the distribution
of skinness from the input image. We build a First Or-
der Model that introduces constraints on color gradients of
neighboring pixels. We then use Bethe tree approximation
to eradicate parameter estimation. It is then called TFOM
for Tree First Order Model in this paper. The Belief Propa-
gation algorithm could be further implemented to acceler-
ate the processing.

The output of skin detection is a grayscale skin map with
the gray levels being proportional to the skin probabili-
ties. We use the fit ellipses to catch the characteristics of
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Figure 3 — First row: original images. Second row: the
corresponding skin maps. Third row: the corresponding
outputs of the MLP. These results show a toy dog and a
portrait detected as adult, which is false.

skin distribution. Two ellipses are calculated for each skin
map—the Global Fit Ellipse (GFE) and the Local Fit El-
lipse (LFE). A set of 9 simple features are then computed
from the skin map and fit ellipses. A multi-layer percep-
tron classifier is trained for these features. It is a semilinear
feedforward net with backpropagation.

We have done plenty of experiments. A ROC curve com-
puted from 5,084 test images shows stimulating perfor-
mance for such simple features. To improve the results one
can use a face detector. Moreover, adult images tend to
appear together and are surrounded by text in webpages,
which could improve the performance of adult image de-
tection.
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